Network Architecture: Site-to-Site IPsec VPN Implementation.

The objective is to design and configure an encrypted Site-to-Site VPN to establish a secure communication
tunnel between two remote branch office networks.

To practically apply network security principles, | developed a Proof of Concept (PoC) lab simulating a
corporate network requiring secure remote connectivity. This hands-on project required configuring Cisco
I0S devices from the ground up. By implementing routing protocols, Access Control Lists (ACLs), and
establishing an IPsec VPN tunnel utilizing IKE phase 1 and 2, | successfully validated the encrypted
transmission of data across a simulated public infrastructure.

Skills & Technologies: Cisco 10S, IPsec, IKE phase 1 & 2, Routing, Access Control Lists

To outline the architecture of the simulated multi-site environment, internal client endpoints, local
switches, and edge routers were placed. Then to protect cross-site traffic, the edge routers were configured
with IKE and IPsec to establish a secure, encrypted tunnel across a central routing simulated public ISP.
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Configured local switches to establish by establishing the internal routing environment. That way we can
make sure the endpoints are properly connected with correct gateways before starting cross-site traffic.
Validated with ICMP pinging test.
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After defining encryption policies, transform sets, and crypto maps, then deploy strict Access Control Lists
(ACLs) to permit authorized traffic to cross for the simulated public network. Both edge routers have
complementary IP sec and ISAKMP (IKE) configs for a secure VPN.

Router configurations
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To verify the integrity of the IPsec VPN, the show crypto ipsec sa command confirmed the tunnel
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was actively encapsulating packets. Finally, ICMP ping tests were executed to successfully
validate end-to-end encrypted communication between the remote clients.
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By simulating the deployment of a Site-to-site IPsec VPN using robust routing configuration and
strict cryptographic policies, this project successfully demonstrated the engineering of a secure,
encrypted tunnel for an enterprise network architecture.



