Vulnerability Assessment Report: MS17-010 (EternalBlue) Analysis

The objective of this document shows the proficiency of utilizing Tenable Nessus for detecting
the MS17-010 (EternalBlue) vulnerability in Windows 7 virtual environment, outlining threat
identification abilities and CVSS metric evaluation for network risks.

Tools Utilized:

Tenable Nessus: Configured and executed a Basic Network Scan to detect unpatched services
and legacy vulnerabilities.

Kali Linux: Utilized as the primary scanning machine to interface with the Nessus web application
and manage the assessment.

Windows 7: Served as the vulnerable target endpoint to demonstrate the MS17-010
(EternalBlue) exploit exposure.

Proxmox VE: Hosted the virtualized lab environment and internal network routing.
Kali Linux virtual machine, hosted in Proxmox hypervisor, shows completed Tenable Nessus
vulnerability assessment results for the legacy Windows 7.
“ @ Summay Jrrae|pe
> Console
- gl Hardware
& Clooiit ¢ C G = 17216111

Nessus Essentials  Fol

& Options KaliLinux @ Kali Tools # Kali Docs N Kali Forums @ Kali NetHunter  Exploit-DB % Google Hacking DB #% OffSec
- B TaskHistory Otenable essusssents — Scans  setigs O A4 ehmecung@studentful o
"9 Snapshols
0 Firawal ¢ 10,11V Configure  Audit Trail Launch ¥ Report  Export ¥
Vulnerabilities 32
Filter v
Sevy VSSy  VPRv  EPSSy Familya Count v st Details

MIXED

Tenable News Inerabilities

Tenable CTO QRA:
Csuite views Al as WUED
massive threa..,

Figure 1 Full scan of Windows 7




Vulnerability Assessment Report: MS17-010 (EternalBlue) Analysis

The initial scan shows critical exposure in the legacy Windows 7. The system is running an unpatched
version of Microsoft Server Message Block 1.0 (SMBv1) service. Leaving the host vulnerable to MS17-
010 remote code execution exploits.

8 Sumay BEEPVE 234 gyt DO AORs 4 C
). Congole i ser@lol:+{Downloads

& Hardware Flle Actions Edt View Help

& Counit
& Optons »Downloads
 Tosk Hisory e ound

" Snapshals

0 Fiowl

7010, a5px

guidance-tor-wannacryp

1 1P address (1 host

«/Downloads

-1,7.3 nnap-1ibdnet-1,12 ipvé

«/Dounloads

Figure 2 Identifying and examining MS17-010
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A Basic Network Scan starts the assessment; the policy was configured inside the Tenable Nessus
console. Parameters and scope of the scans were strictly defined to target the legacy endpoint.
Configurations are ensuring the scanner will list open ports, map running services, and evaluate the
host of missing patches.
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The details of MS17-010 can be analyzed for the best evaluation to grasp the severity of the
exposure. The scan output showed multiple Common Vulnerabilities and Exposures (CVEs), such
as CVE-2017-0143 through CVE-2017-0148, that is associated with Shadow Broker exploit leaks.
Confirming the setup is susceptible to unauthenticated, remote code execution via specially
crafted packets.

| MS17-010: Security Update for Microsoft Windows SMB Server (401...

Description
The remote Winkows host is affected by the following vulnerabilities :

- Multiple remote code execution vulnerabilities exist in Microsoft Server Message Block 1.0 (SMBv1) due to improper
handling of certain requests. An unauthenticated, remote attacker can exploit these vulnerabilities, via a specially crafted
packet, to execute arbitrary code. (CVE-2017-0143, CVE-2017-0144, CVE-2017-0145, CVE-2017-0146, CVE-2017-0148)

- An information disclosure vulnerability exists in Microsoft Server Message Block 1.0 (SMBv1) due to improper handling of
certain requests. An unauthenticated, remote attacker can exploit this, via a specially crafted packet, to disclose sensitive
information. (CVE-2017-0147)

ETERNALBLUE, ETERNALCHAMPION, ETERNALROMANCE, and ETERNALSYNERGY are four of multiple Equation
Group vulnerabilities and exploits disclosed on 2017/04/14 by a group known as the Shadow Brokers. WannaCry /
WannaCrypt is a ransomware program utilizing the ETERNALBLUE exploit, and EternalRocks is a worm that utilizes seven
Equation Group vulnerabilities. Petya is a ransomware program that first utilizes CVE-2017-0199, a vulnerability in
Microsoft Office, and then spreads via ETERNALBLUE.

Tenable Nessus vulnerability profile detailing the MS17-010 (EternalBlue) remote code execution flaw
and associated CVEs.

CVSS v3.1 Base Metrics (CVE-2017-0144 / EternalBlue):

Attack Vector (AV): Network
Attack Complexity (AC): High
Privileges Required (PR): None
User Interaction (Ul): None
Scope (S): Unchanged
Confidentiality (C): High
Integrity (1): High

Availability (A): High
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As the MS17-010 vulnerability was spotted, critical risks to the network environments are seen due to
potential for unauthenticated remote code execution. To mitigate the EternalBlue threat and secure the
legacy infrastructure, these are recommended steps:

e Apply security Patches: have Microsoft official security updates for the MS17-010 to the needed
Windows 7 host.

e Disable SMBv1: Disable the legacy Server Message Block version 1 (SMBv1) protocol across the
network, as it is deprecated and inherently insecure.

e Network Segmentation & Firewall Rules: Ensure that network firewalls are set to block inbound
traffic on TCP port 445 from external or untrusted networks.



